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AFEEZ MOSHOOD
ETHICAL HACKER

PROFILE
Results-driven Ethical Hacker and Penetration Tester with over four years
of experience in offensive security, cybersecurity research, and
information system security. Skilled in vulnerability assessments, malware
analysis, digital forensics, reverse engineering, incident response, and
adversary emulation within authorized environments. 

Proficient with Burp Suite, Nmap, Masscan, Amass, Metasploit Framework,
Wireshark, Ghidra, Radare2, Aircrack-ng, Wifite, Recon-ng, Maltego,
SpiderFoot, Frida, ADB, Splunk Enterprise, ELK Stack, and Wazuh. Actively
engaged in Hack The Box, Capture-the-Flag (CTF) competitions,
penetration testing labs, and bug bounty programs, applying the MITRE
ATT&CK framework, Cyber Kill Chain, and OWASP Top 10 to identify and
mitigate security risks. His interest focuses mainly in zero-day exploit
development through stress testing and low-level programming.

Currently serving as a Cybersecurity Instructor, delivering hands-on
training in penetration testing, malware analysis, digital forensics,
networking, SIEM operations, and threat intelligence while leveraging
strong analytical, research, and automation skills to strengthen
organizational cyber resilience.

WORK EXPERIENCE

2025 - PRESENTSKILLBOOST AFRICA

Cybersecurity Consultant

 2024 -  2026Defcomm 
Bug Hunter

Develop and execute comprehensive syallabi for techniques and
strategies that align with the MITRE Att&ck and NIST Frameworks.
Lead, mentor, and manage hands-on cybersecurity training for
students, interns, and junior analysts in penetration testing, malware
analysis, digital forensics, networking, SIEM operations, and threat
intelligence, fostering a collaborative and practical learning
environment.
Monitor consistency and quality of cybersecurity training materials,
technical documentation, laboratory exercises, and educational
content across training programs to ensure standardized learning
outcomes and alignment with industry best practices.

Test defcomm public-facing system for critical and medium
vulnerabilities
Test in-house operating systems and application software for
advanced decryption technologies.



CERTIFICATION

SOCIAL

PROJECTS

RESEARCH

douglasofnigeria@yahoo.com

linkedin.com/in/afeez-moshood

CIP (OPSWAT)

CEH (CISCO)

Network sniffer

Bug Hunting

Wireless Hacking

CSINT TOOL

Log Monitor

Log Index

Obsfucator

IMSI Catcher

Satellite Tracking

Malware Analyser

GPS Tracker

Reconnaisance
Offensive tools
Exploit
WAF Evasion

EDUCATION

2014 - 2016Diploma
Mechanical Engineering | Federal Polytenic Ede
GPA: 3.7 / 4.0

2019 - 2024Bachelor in Science
Mechanical Engineering | University of Ibadan
GPA: 3.0 / 4.0

2026Certification of Completion
Cloud Security | Palo Alto
Grade: 95+

2020-2021Certification of Completion
Network Academy | Cisco
Grade: 90+

2019 - 2024Ethical Hacker
Network Academy | Cisco
GPA: 3.0 / 4.0

AFEEZ MOSHOOD
ETHICAL HACKER

2019 - 2024Certification of Completion
McKinsey Forward Program | McKinsey & Company
Finalist

2026Critical Infrastructure Protection
Infrastruture Security | OPSWAT
Grade: 95+

https://www.linkedin.com/in/afeez-moshood/?lipi=urn%3Ali%3Apage%3Ad_flagship3_profile_view_base_contact_details%3BdsC53TQMSDm4wQafplqiUg%3D%3D
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