Noble Chinonso David

CYBERSECURITY ANALYST & BLUE TEAMING SPECIALIST

Email: davenoble471@gmail.com  Phone: 09153082253
WhatsApp: 08168682141 Location: Aba, Abia State, Nigeria

PROFESSIONAL SUMMARY

Results-driven Cybersecurity Analyst and Blue Teaming Specialist with 3 to 5 years of cumulative experience in threat
analysis, network defense, vulnerability assessments, and incident detection. Highly proficient in packet analysis, deep
network traffic inspection using Wireshark, connectivity troubleshooting, and secure Linux operating system
administration (Parrot OS & Ubuntu). Backed by industry-recognized certifications including Cisco Ethical Hacker, Cisco
Introduction to Cybersecurity, APIsec PClI Compliance, and iGHub Cybersecurity training. Eager to safeguard enterprise
digital assets and reinforce security operations in a dynamic SOC environment.

CORE COMPETENCIES & TECHNICAL SKILLS

Blue Teaming & Defense: Traffic Analysis, Packet Inspection (Wireshark), Log Analysis, Threat Monitoring,
Security Auditing.
Offensive Security & Testing: Ethical Hacking, Vulnerability Assessments, Network Penetration Testing,

Reconnaissance, Enumeration.

Systems & Networking: Linux Administration (Parrot OS, Ubuntu), Connectivity & Routing Diagnostics, TCP/
IP, VirtualBox Lab Environments.

Compliance & Tools: PCI-DSS Data Protection Standards, Nmap, Burp Suite, Scapy, Python Scripting,
Incident Awareness.

PROFESSIONAL EXPERIENCE & CYBERSECURITY PROJECTS

Junior Cybersecurity Analyst & Blue Team Specialist
Independent Security Practice & Lab Environments | 2023 — Present (3+ Years Experience)
» Executed deep packet inspection, traffic filtering, and protocol analysis using Wireshark to isolate anomalous network
behavior, malicious payloads, and unauthorized access attempts across virtualized network topologies.
» Conducted rigorous connectivity testing, packet tracing, and network troubleshooting to diagnose routing bottlenecks
and identify security misconfigurations.
» Analyzed captured PCAP files and simulated intrusion logs to trace threat vectors and evaluate enterprise perimeter
defenses.

IT Support & Network Security Specialist
Technical Operations & Systems Administration | 2021 — 2023
» Administered secure Linux operating systems (Parrot OS and Ubuntu) for threat hunting, penetration testing, and
workstation hardening.
* Provided foundational IT support, hardware/software troubleshooting, and network connectivity diagnostics to maintain
high system availability and data integrity.
» Automated security workflows and log evaluation routines utilizing Python scripts and Linux command-line utilities.

CERTIFICATIONS & PROFESSIONAL TRAINING

Cisco Networking Academy — Ethical Hacker Certification
Completed & Exam Passed (June 2026)
» Mastered ethical hacking methodologies, reconnaissance techniques, vulnerability exploitation concepts, and
defensive perimeter hardening.

iGHub Innovation Center — Cybersecurity Professional Training
Aba, Abia State, Nigeria (Nov 2024 — June 2025)
» Completed intensive hands-on curriculum covering network security, threat analysis, risk management, and
vulnerability assessments.



» Conducted simulated penetration testing and advanced packet capture analysis using Wireshark and Parrot OS within
virtualized labs.

Additional Industry Certifications

« Cisco Introduction to Cybersecurity: Practical proficiency in network traffic analysis and defense using Nmap,
Wireshark, and Burp Suite.

» APIsec — API Security for PCI Compliance: Comprehensive knowledge of PCI-DSS policies and secure payment
card data protection standards.

» Mastercard Cybersecurity Job Simulation (Forage): Specialized focus on phishing attack mechanics, email threat
identification, and mitigation.

EDUCATION

iGHub Innovation Center
Diploma / Certificate in Cybersecurity & Information Technology | 2024 — 2025
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